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ABSTRACT 
This study proposes a hybrid learning framework to integrate digital ethics and 
etiquette into digital literacy in Indonesian elementary schools. Analysis 
reveals a gap between contemporary digital literacy concepts, which 
encompass digital citizenship dimensions, and national curriculum 
implementation that still focuses on technical aspects. The designed 
framework consists of three main components: (1) Tiered Content Integration 
to build self-awareness and responsibility; (2) Synchronization of Online-
Offline Methods that connects digital exploration with offline reflection; and 
(3) Value-Based Contextualization that uses Indonesian local wisdom such as 
tepo seliro (mutual respect) and gotong royong (cooperation) as its 
foundation. The research employs a qualitative approach with content 
analysis of literature, policies, and teaching materials. The findings identify an 
urgent need for a holistic approach and strategic implications such as 
enhancing teacher competencies and addressing infrastructure gaps. This 
framework is expected to help shape a young generation that is not only 
technologically proficient but also ethical and responsible in the digital 
ecosystem. 
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INTRODUCTION 

The global digital transformation era has driven an extraordinary acceleration of technology 
adoption in Indonesia, particularly among the younger generation. A recent survey by the 
Indonesian Internet Service Providers Association (APJII, 2025) reveals continuously 
increasing internet penetration, including among school-age children. However, this ease of 
access to information and communication is accompanied by concerns over low ethics and 
politeness in online interactions. Incidents such as the spread of hoaxes (Indonesian 
Telematics Society, 2019), cyberbullying, and toxic communication (Trott, 2022; Lee, 2022) 
have become new social challenges. This context indicates that merely having access and 
technical skills (digital literacy) is no longer sufficient. As digital natives, children need to be 
equipped with a deep understanding of responsible behavioral norms in cyberspace to create 
a healthy and productive digital ecosystem (Buchholz et al., 2020). 

This phenomenon is increasingly prominent in the Indonesian elementary education 
environment. Elementary School (SD) is a critical phase in the formation of basic character 
values and socialization. Although the Ministry of Education and Culture has issued various 
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digital literacy guidelines (Kemendikbud, 2016, 2017; Kemendikbudristek, 2021), the focus 
often remains limited to functional aspects such as internet safety and information search. 
Meanwhile, digital soft skill dimensions, particularly netiquette and digital civility in online 
communication, have not received systematic and integrated portions in the curriculum. Yet, 
the learning experience during the COVID-19 pandemic has further confirmed that digital 
space is an extension of the classroom and social life (Buchholz et al., 2020). Therefore, there 
is an urgency to build a strong foundation of digital citizenship from an early age, which 
includes not only technical abilities but also ethical awareness and social politeness in 
interacting in the virtual world. 

 

Literature Review 

The concept of digital literacy has evolved significantly. Initially, digital literacy was 
more often approached as a set of technical and cognitive skills for using digital devices and 
information (Spante et al., 2018; Reddy et al., 2020). However, recent developments in 
academic studies have expanded this definition to include social, cultural, and ethical 
dimensions. Audrin and Audrin (2022), in their systematic literature review, conclude that 
effective digital literacy must include critical, collaborative, and creative abilities, as well as 
awareness of the social impact of digital actions. Similarly, Falloon (2020) introduces a teacher 
digital competency framework emphasizing the importance of pedagogical and ethical 
aspects, alongside technical skills. These developments indicate a paradigm shift from merely 
being technology literate to being competent and responsible in the digital ecosystem. 

In line with this, the concept of digital citizenship emerges as an umbrella integrating 
social responsibility into digital literacy. Choi et al. (2017) define it as norms of appropriate 
and responsible behavior related to technology use, which includes nine elements, among 
them digital etiquette and digital rights and responsibilities. This concept is reinforced by 
Carmi et al. (2020) who introduce the term data citizenship, emphasizing data literacy and 
responsibility in facing mis/disinformation. Essentially, being a good digital citizen requires 
more than just skills; it requires the internalization of citizenship values such as respect, 
empathy, and civility in the digital context (Maine, 2021). 

On the other hand, studies on character education and local wisdom values in the 
Indonesian context offer a relevant perspective. Agus (2021) and Asmayawati (2024) 
emphasize the importance of revitalizing and integrating local wisdom values such as gotong 
royong (mutual cooperation), respect for parents and teachers, and polite speech into 
modern education for sustainable character development. These noble values, traditionally 
taught in face-to-face interactions, have great potential to be transformed into principles of 
digital etiquette and civility (Sitanggang, 2025). This aligns with research by Sari et al. (2020) 
which identifies students’ digital ethics profiles and finds the need for the cultivation of ethical 
values contextual to Indonesian culture to prevent risky behavior on the internet. 

In the pedagogical context, the hybrid learning approach emerges as a promising model 
for integrating various learning dimensions. This model, which combines online and offline 
interactions, allows space to train technical skills while simultaneously reflecting on and 
practicing values directly (Blau et al., 2020; Wang, 2016). Research by Lawter (2021) also 
shows that the flipped classroom approach (one form of hybrid learning) can be effective in 
accommodating students’ cultural differences. Thus, a hybrid learning framework has the 
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potential to become an effective vehicle for simulating real-world and virtual situations, 
thereby facilitating a more holistic internalization of digital etiquette (Suardipa, 2024). 

Nevertheless, literature on measuring digital competency is still dominated by cognitive 
and technical aspects. Siddiq et al. (2016) and Jin et al. (2020) in their systematic reviews find 
that most digital literacy assessment instruments focus on ICT-related cognitive abilities, 
while affective and behavioral aspects such as civility, empathy, and ethical responsibility are 
often overlooked. This gap indicates the need to develop measurement tools and pedagogical 
approaches that can capture and build the socio-emotional dimension of digital literacy, 
especially at the elementary education level (Şahin & Çelikkan, 2020). 

Before proceeding, it is important to clarify several related terms used throughout this 
study. “Digital citizenship” serves as the broadest umbrella concept, encompassing the full 
range of rights, responsibilities, and norms for appropriate behavior in the digital world (Choi 
et al., 2017). “Digital civility” refers specifically to the practice of mutual respect, empathy, 
and constructive engagement in online interactions (Maine, 2021). “Digital etiquette” (or 
netiquette) denotes the established conventions and polite behavioral norms governing 
online communication, such as appropriate language use and respectful tone (Buchholz et al., 
2020). In this framework, digital citizenship provides the overarching conceptual foundation, 
while digital civility and digital etiquette represent progressively more specific dimensions 
that are the primary focus of the proposed integration into digital literacy education. 

 

Research Gap 

Based on the literature review conducted, this study identifies two main unresolved 
gaps. First, there is a substantial gap between the contemporary concept of digital literacy, 
which has evolved to include digital citizenship, ethics, and socio-emotional skills, and its 
implementation in elementary education curricula in Indonesia. Although national guidelines 
such as the Digital Literacy Guide for Elementary School Teachers (Kemendikbud, 2017) and 
the Digital Literacy Module (Kemendikbudristek, 2021) as well as recent textbooks (e.g., Arifin 
et al., 2023) have taken good initial steps, existing materials still tend to focus on functional 
and technical aspects, such as internet safety and device operation. Explicit, systematic, and 
measurable integration of digital etiquette (netiquette) and digital civility principles into the 
digital literacy framework for elementary students remains very limited. Concretely, there is 
no comprehensive learning module specifically designed to build the foundation of character 
and positive behavioral norms in online interactions from an early age. 

Second, there is a methodological gap in teaching approaches to achieve this goal. 
Although the potential of the hybrid learning approach for character education and literacy 
has been recognized (Blau et al., 2020; Suardipa, 2024), research that specifically designs and 
tests a hybrid learning framework to instill digital etiquette and civility in elementary school-
age children in Indonesia is still very rare. Most previous studies, such as Hamzah’s (2025) 
research on bystander intervention or Feng’s (2025) on cyberbullying prevention, focus more 
on adolescent or teacher populations, as well as specific negative behavioral aspects. 
Therefore, it is necessary to conceptualize a learning model that not only integrates content 
about digital ethics and civility into the literacy curriculum but also strategically utilizes the 
synergy between online and offline learning. This model also needs to accommodate and 
actualize Indonesian local wisdom values, such as gotong royong and tepo seliro (empathy, 
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consideration for others) (Agus, 2021; Julianti, 2025), to make it more relevant, contextual, 
and effective in shaping student character. 

 

Aims and Contributions 

Referring to the background and research gaps presented, this study has three specific aims. 
First, to conduct a needs assessment for integrating digital etiquette and civility dimensions 
into digital literacy learning at the Elementary School level. This analysis is conducted 
considering teachers’ perspectives, alignment with the operational curriculum, and relevance 
to Indonesian local wisdom values. Second, to design a hybrid learning framework model that 
synergistically combines online and offline activities. This framework is designed to teach and 
train principles of digital etiquette and civility contextually and applicatively. 

The contributions of this research are expected to be twofold: theoretical and practical. 
Theoretically, this research will enrich academic discourse in the fields of digital literacy and 
character education by proposing an integrative model. This model bridges the technical, 
social, and ethical dimensions of digital literacy, especially in the context of early-age 
education and Indonesian culture. Thus, this research can complement and contextualize 
existing digital citizenship frameworks (Choi et al., 2017; Carmi et al., 2020) through a hybrid 
pedagogical approach based on local values. Practically, this research will produce 
implementable products in the form of a prototype learning framework and innovative 
teaching modules. These products can become concrete references for teachers, schools, and 
policymakers (such as Kemendikbudristek) in developing more holistic and character-
building-oriented digital literacy education. By instilling the foundations of digital etiquette 
and civility from an early age, this research is ultimately expected to contribute to shaping a 
young Indonesian generation that is not only technologically competent but also ethical, 
civilized, and responsible in every interaction in digital space. 

 

METHODOLOGY 

Research Approach 

This study uses a qualitative approach with qualitative content analysis methods. The main 
goal of this approach is to build a robust conceptual framework through systematic and 
critical synthesis of literature, as stated by Creswell and Poth (2018). This approach was 
chosen because the research focus is to explore, analyze, and reconstruct key concepts, such 
as digital literacy, digital etiquette and civility, hybrid learning, and Indonesian local wisdom 
values, into a coherent and contextual framework proposition for the elementary school 
level. Such analytical qualitative research allows for an in-depth exploration of meaning and 
relationships between concepts from various text sources, without the aim of testing 
hypotheses or producing a physical product at this stage, in line with the views of Braun and 
Clarke (2006) and Schreier (2012). 

 

Data Sources and Analysis Technique 

The main data sources consist of academic and policy text documents identified in the 
literature review. The scope includes international and national scientific journal articles 
related to core topics, Indonesian national education policy documents (such as guidelines 
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from Kemendikbud in 2016, 2017, and Kemendikbudristek in 2021), as well as recent relevant 
textbooks or teaching modules, for example, the work of Arifin et al. (2023). Source selection 
is based on criteria of relevance, authority, and timeliness, as outlined by Prior (2003). In total, 
approximately 51 documents were analyzed, comprising peer-reviewed journal articles 
(n=38), national policy documents and official guidelines (n=5), textbooks and teaching 
modules (n=3), and grey literature including survey reports (n=5). Inclusion criteria required 
that documents: (a) address digital literacy, digital citizenship, digital etiquette, or character 
education; (b) be published in reputable academic outlets or by recognized institutions; and 
(c) be available in English or Indonesian. Documents were excluded if they focused exclusively 
on higher education or adult populations without relevance to elementary-level pedagogy. 
Data collection was conducted through systematic documentation studies. To ensure data 
reliability, a source triangulation strategy was applied, namely comparing and confirming 
findings from various types of documents, including policies, academic studies, and teaching 
materials, to obtain a comprehensive understanding and reduce bias, as suggested by Bowen 
(2009) and Gall, Borg, and Gall (2007). 

Data analysis was conducted in stages following qualitative content analysis principles. 
The first stage was in-depth reading and familiarization, involving close reading and 
paraphrasing of all documents to capture central ideas and their context. Next, coding was 
performed deductively based on research questions and predetermined key concepts, and 
inductively to accommodate new concepts emerging from the data. Codes were assigned to 
relevant text segments, such as “digital civility components” or “hybrid learning strategies”. 
Similar codes were then grouped into broader categories, which were further framed into 
main themes to identify patterns, relationships, and especially gaps in the existing literature. 
The final stage was critical synthesis and interpretation, where the identified themes were 
logically arranged to answer research questions and build the proposed hybrid learning 
framework proposition. 

 

Data Validation 

To ensure the validity of findings, this study applied several strategies. First, maintaining an 
audit trail or detailed and systematic analytical process record. Second, conducting peer 
debriefing through regular discussions with colleagues or experts in the fields of education 
and digital literacy to evaluate the process and data interpretation. Third, analysis was 
stopped when thematic saturation was reached, that is, when adding new data no longer 
provided significant new insights or themes, in accordance with the guidance of Creswell and 
Poth (2018). Academic integrity was maintained through accurate citation and responsible 
paraphrasing. With this method, the research aims to produce a conceptual framework 
construct based on systematic interpretation, accountable, and sourced from a relevant body 
of literature. 

 

FINDINGS AND DISCUSSION 

Policy Gap and Resonance of Local Values as the Basis for Integration Needs 

An in-depth analysis of national policy documents and school operational curricula reveals a 
dissonance between the formal scope of digital literacy and the manifestation of real needs 
in the field. Although the Digital Literacy Guide for Elementary School Teachers 
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(Kemendikbud, 2017) and the latest Digital Literacy Module (Kemendikbudristek, 2021) have 
shown progress by initiating discussions on internet safety and data privacy, qualitative 
content analysis indicates that the depth of relational and normative aspects in digital 
interaction is still minimal and tends to be implied. These documents function more as a list 
of warnings (don’ts) rather than constructive guides for building positive habits (dos), such as 
how to express opinions politely in online forums or strategies for responding to provocative 
content without escalating conflict. Meanwhile, empirical findings from research such as Sari 
et al. (2020) in Surakarta confirm that low understanding of digital ethics directly correlates 
with increased student involvement in risky behaviors such as cyberbullying and spreading 
unverified information (Kbaier, 2024; Rubin, 2019). This gap confirms that existing policy 
frameworks are still reactive and instrumental, not yet proactively building a foundation of 
civilized digital character from an early age. 

On the other hand, exploration of Indonesian local wisdom and cultural literature 
reveals a very rich and relevant value foundation to serve as a conceptual basis for digital 
etiquette. Agus’s (2021) study on the revitalization of traditional culture for character 
development and Julianti’s (2025) work on Subak values in modern education show that 
values such as togetherness (gotong royong), polite language (unggah-ungguh), wisdom in 
filtering information, and empathy/consideration (tepo seliro) are not obsolete concepts 
(Sitanggang, 2025). These values have strong structural resonance with global digital civility 
principles, such as respect for others, empathy, and constructive collaboration (Choi et al., 
2017; Carmi et al., 2020). For example, the philosophy of tepo seliro (feeling what others feel) 
can become a deeper emotional foundation for understanding the consequences of 
cyberbullying or harsh comments compared to mere prohibition rules. Therefore, the need 
to integrate digital etiquette and civility actually emerges as a strategic opportunity to 
perform cultural synthesis: filling the gap in digital literacy policy by enriching it through the 
exploration and adaptation of local values already alive in society (Asmayawati, 2024; 
Rahardjo, 2018). This approach not only addresses negative behavior problems in the digital 
world but also strengthens students’ cultural identity in the global landscape, in line with 
Maine’s (2021) argument about the importance of placing cultural literacy at the heart of 
learning. 

 

Hybrid Learning Framework Architecture: Integration, Synchronization, and 
Contextualization 

To provide a comprehensive overview of the proposed framework before elaborating 
on each component in detail, Figure 1 presents a visual representation of the overall 
architecture. This diagram illustrates how the three main components interact with one 
another and are supported by systemic prerequisites to achieve the intended educational 
goal. 
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Figure 1. Hybrid Learning Framework Architecture: Three mutually reinforcing components supported by 
systemic prerequisites for implementation. 

Based on the synthesis of findings from contextual needs and analysis of effective learning 
models, a conceptual hybrid learning framework was designed consisting of three mutually 
reinforcing architectural components: Tiered Content Integration, Online-Offline Method 
Synchronization, and Value-Based Contextualization. The Tiered Content Integration 
component proposes a material structure that is no longer linear and separate, but in the 
form of concentric layers integrated into existing subjects. The core layer is Self-Awareness 
and Digital Identity, building understanding about digital footprints and online citizenship. 
The second layer is Social-Digital Skills, explicitly teaching communication etiquette (e.g., clear 
and polite message structure), collaboration skills in digital projects, and the role as a positive 
bystander to prevent conflict, in accordance with Hamzah's (2025) findings on bystander 
intervention. The outermost layer is Agency and Citizenship Responsibility, involving students 
in real projects such as anti-hoax campaigns in the school community, thereby translating 
literacy into action. Importantly, the depth and complexity of each layer should be adapted 
to students' developmental stages. For early grades (Grades 1–3), Self-Awareness and Digital 
Identity may focus on recognizing personal information and understanding that online actions 
leave traces, using concrete visual media such as picture stories. For upper grades (Grades 4–
6), students can engage with more complex scenarios, such as analyzing the consequences of 
sharing others' photos without consent and developing strategies for responding to 
cyberbullying. Similarly, the Agency layer can progress from simple classroom-based projects 
in early grades to broader school-community digital campaigns in upper grades. 

Figure 2 visualizes this layered structure as a concentric model. The innermost circle 
represents the foundational layer of self-awareness and digital identity, which expands 
outward through social-digital skills to the broadest layer of agency and citizenship 
responsibility. The concentric design reflects how each layer builds upon the preceding one, 
ensuring that students develop a progressively deeper understanding of their roles and 
responsibilities in the digital ecosystem. The developmental progression bar at the bottom 
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indicates how content complexity increases from concrete, guided activities in early grades 
to more autonomous and scenario-based learning in upper grades. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Tiered Content Integration: Concentric layer model with developmental progression from Grades 1-3 
(concrete) to Grades 4-6 (complex scenarios). 

The Online-Offline Method Synchronization component details a synergistic cyclical 
learning flow. The Asynchronous Online Phase is utilized for concept introduction through 
short animated videos, independent exploration of case studies (e.g., screenshots of 
problematic group chats), and simple data collection. This phase leverages time and space 
flexibility while preparing students for deeper learning experiences (Wang, 2016). 
Subsequently, the Synchronous Offline Phase in the classroom becomes a critical moment 
where the teacher facilitates reflective discussions, ethical debates, and role-play simulations 
based on online materials. Here, abstract concepts from the virtual world are confronted with 
social and emotional reality in physical space. The cycle then returns to the Synchronous 
Online Phase (e.g., via video call) for presentation of discussion results or implementation of 
small collaborative projects between groups, thereby creating a learning loop that 
continuously connects reflection with action, as advocated in social constructivist models 
(Blau et al., 2020; Suardipa, 2024). 

The Value-Based Contextualization component functions as a lens and adhesive that 
illuminates and unites the two previous components. Each layer of content and each phase 
of the method is colored by examples and narratives taken from local wisdom. The following 
table presents concrete examples of this contextualization: 
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Table 1. Digital Civility Principles and Local Wisdom Values in Hybrid Learning 

Local Wisdom Value Digital Civility 
Principle 

Hybrid Learning Activity 

Tepo Seliro 
(Empathy/Consideration) 

Digital Empathy & 
Avoiding 
Cyberbullying 

Online: Analyzing local folk tales about 
empathy. Offline: Role-play simulating 
hurtful chats & designing empathetic 
responses. 

Gotong Royong 
(Cooperation) 

Collaboration & 
Positive Contribution 
on Digital Platforms 

Online: Collaborating on an online 
document to create a class netiquette 
guide. Offline: Group presentation and 
reflection on challenges of online 
cooperation. 

Unggah-Ungguh 
(Politeness/Manners) 

Polite Communication 
& Social Media 
Etiquette 

Online: Observation and categorization 
of comments on Indonesian educational 
platforms. Offline: Creating a "digital 
book" of communication manners for 
the class, inspired by traditional 
manuscripts. 

 

Strategic Implications and Systemic Prerequisites for Implementation 

Findings regarding needs and framework design naturally lead to the identification of 
systemic implications and implementation challenges. The most profound implication is a 
paradigm shift in the role and competency of teachers. Teachers are no longer sufficient as 
technology operators or information providers, but must function as digital ethics facilitators 
and role models (digital role models) in the digital environment. This requires complex 
competencies: mastery of basic technology, understanding of hybrid pedagogy, depth of 
insight into local wisdom values, and maturity in digital socio-emotional intelligence to guide 
dilemmatic discussions and model civility in their own online interactions with students and 
parents (Falloon, 2020). Studies by Instefjord & Munthe (2016) and Fraile et al. (2018) have 
long affirmed that the success of technology integration depends on teachers' pedagogical-
digital competencies, which unfortunately remain a weak point in many teacher training 
programs in Indonesia (Srirevathi, 2025). This gap suggests that pre-service teacher education 
programs (LPTK) may also need restructuring to include modules on digital ethics facilitation, 
value-based pedagogy in digital contexts, and practical experience with hybrid learning 
models, so that future teachers enter the profession already equipped with these 
competencies. 

Implementation challenges can be mapped into three interrelated domains. The 
Infrastructure and Access domain presents the most immediate concern. The ideal hybrid 
framework requires reliable internet connectivity and adequate devices, both at school and 
in students' homes. The reality of the digital divide between urban and rural areas, as 
documented by Fahmi (2022) and impacting the literacy of rural students (Usman et al., 
2025), creates serious equity challenges. Implementation may have to start with low-tech or 
offline-first models in certain areas, where digital content is distributed via external memory 
and the synchronous phase is replaced with intensive teacher guidance, as discussed 
regarding inclusivity in digital literacy by Nedungadi et al. (2018). 
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Equally pressing is the Curriculum and Assessment domain. Integrating new affective 
and behavioral content into a packed curriculum requires strong school policy support and 
careful curriculum mapping. More complex is the development of authentic assessment 
instruments capable of capturing the development of attitudes and polite digital behaviors, 
such as rubrics for assessing the quality of participation in online discussion forums or student 
reflection portfolios, an area still rarely explored according to Siddiq et al. (2016) and Jin et 
al. (2020). As a preliminary suggestion, assessment of digital etiquette development could 
incorporate three complementary approaches: (a) observation rubrics that evaluate the 
quality and civility of student interactions during online collaborative activities; (b) reflective 
digital portfolios in which students document their online experiences and critically evaluate 
their own digital behavior over time; and (c) peer assessment structures where students 
provide constructive feedback on each other's online communication practices. These 
approaches align with formative assessment principles and can capture both attitudinal 
growth and behavioral change in ways that traditional tests cannot. 

Beyond infrastructure and curriculum, the School Culture and Ecosystem Support 
domain constitutes the broader enabling condition. Success requires transforming school 
culture into an environment that consistently prioritizes civility values, both in the real and 
digital worlds. This requires commitment from all stakeholders, including principals and 
parents, as well as possibly building partnerships with local communities to reinforce 
messages about the wisdom values used as the learning foundation (Mehta, 2019; Tuzel, 
2017). In other words, this framework will not stand alone; it requires a coherent supporting 
ecosystem to be implemented effectively and sustainably. 

 

DISCUSSION 

The findings of this study collectively build a coherent argument: that digital literacy in 
Indonesian elementary schools requires a paradigm transformation from an instrumental-
technical approach to an integrative, value-based, and contextual approach. This discussion 
will reflect on how the proposed hybrid framework not only responds to the identified gaps 
but also offers significant theoretical and practical contributions to the discourse on digital 
literacy and character education, particularly in the Global South. 

This study strengthens and simultaneously expands the concept of digital citizenship by 
localizing it through local wisdom. The digital citizenship concept of Choi et al. (2017) and the 
data citizenship vision of Carmi et al. (2020) have established a universal foundation of rights, 
responsibilities, and participation. However, its implementation often experiences 
decontextualization. By explicitly mapping universal principles such as respect and empathy 
into specific values such as tepo seliro and unggah-ungguh, this research performs the 
important work of glocalization, the process of making the global locally relevant 
(Asmayawati, 2024). This addresses criticism that digital citizenship education is often 
imported and does not touch the socio-cultural reality of students (Shuter, 2018). By making 
local wisdom not merely decoration, but as an interpretive lens and content source, this 
framework offers a way to build a digital identity not uprooted from cultural roots, thereby 
potentially increasing the sense of ownership and sustainability of learning (Agus, 2021; 
Julianti, 2025). This is a form of small decolonization in the digital literacy curriculum, in line 
with the spirit of Merdeka Belajar (Freedom in Learning) which emphasizes the Pancasila 
Student Profile. 
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Beyond localization, the proposed synergistic hybrid design provides a mature response 
to the complexity of building ethical behavior in the digital age. This approach recognizes that 
procedural knowledge about etiquette (such as "do not write in all caps") can be taught 
online, but the internalization of values, moral consideration in ambiguous situations, and 
habit formation require rich social interaction and direct guidance. Thus, this framework 
intelligently leverages the medium to match learning objectives: online space as a practice 
field and exploration space, while offline space as a reflection space and character workshop 
(Blau et al., 2020; Lawter, 2021). This cycle reflects Vygotsky's (1978) social constructivist 
learning theory, where learning occurs through social interaction and guidance from a More 
Knowledgeable Other, in this case the teacher. The finding that a well-designed learning 
environment can enhance both self-regulation and digital literacy finds its operational form 
in this model (Blau et al., 2020; Suardipa, 2024). By combining the flexibility of technology 
with the depth of face-to-face interaction, this framework has the potential to overcome one 
major weakness of pure online learning: the lack of opportunity for developing socio-
emotional skills that are the very foundation of digital civility (Pangrazio & Sefton-Green, 
2020). 

Equally important, the discussion of systemic implementation challenges shifts the 
focus from merely the validity of a conceptual model towards the complex reality of the 
educational ecology. The emphasis on the teacher's role as a digital ethics facilitator and 
digital role model reinforces the calls by Falloon (2020) and Instefjord & Munthe (2016) that 
investment in teachers' pedagogical-digital competencies is a frequently overlooked key. 
Consequently, professional development programs for teachers to support this framework 
can no longer be one-way technical training, but must be sustainable communities of practice, 
where teachers together experiment, reflect on practice, and develop contextual materials 
(Blayone, 2021; Şahin & Çelikkan, 2020). Furthermore, the recognition of wide infrastructure 
gaps (Fahmi, 2022; Usman et al., 2025) demands that this framework be designed with 
resilience and inclusivity principles. This means the framework must be adaptable to low-
resource contexts, for example by utilizing community radio to disseminate digital civility 
messages, or using a single projector at school for simulation discussions (Reddy, Chaudhary, 
& Hussein, 2023). Thus, this discussion reminds us that educational innovation must be 
sensitive to inequality and not create new digital segregation. 

Ultimately, this research paves the way for further testing and refinement. The 
proposed framework needs to be tested in action (action research) to evaluate its 
effectiveness in changing student attitudes and behaviors, as well as its impact on school 
climate. Further research can also explore how local wisdom values from various ethnic 
groups in Indonesia can be curated and integrated into a national repository of teaching 
materials accessible to teachers. By focusing on the integration of etiquette and civility, this 
research not only seeks to reduce the negative effects of the digital world but, more 
visionarily, attempts to utilize digital space as a new vehicle to strengthen and practice the 
nation's noble values, shaping a generation that is not only technologically competent but 
also civilized and of strong character in every interaction, both in the real and virtual worlds. 
While this framework was designed specifically for Indonesian elementary schools, the 
underlying principle of glocalization (mapping universal digital civility concepts onto culturally 
specific values) may be applicable to other cultural contexts. Educators in other countries 
could adapt this model by substituting local cultural values relevant to their communities 
while retaining the tripartite framework architecture. However, such adaptation would 
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require careful consideration of each context's unique infrastructure conditions, teacher 
preparation systems, and cultural norms, and thus warrants independent empirical 
investigation. 

 

CONCLUSION 

In conclusion, this research affirms that transforming digital literacy in Indonesian elementary 
schools requires a shift from a technical approach to an integrative and value-based model. 
The proposed hybrid learning framework offers a strategic pathway to systematically 
integrate digital civility, leverage the synergy of online and offline spaces, and localize the 
concept of digital citizenship through local wisdom. Its implementation requires systemic 
support, including enhancing teacher competency, adjusting curriculum and assessment, and 
committing to address infrastructure challenges. Thus, this study not only aims to reduce 
negative behavior in the digital world but also positions digital space as a medium to 
strengthen the nation’s noble values in shaping a generation that is both proficient and of 
strong character. 
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